
AARC-G031 provides guidelines for enabling the AAI of a research collaboration to 
evaluate the assurance of the identity of a researcher to which grants access to 
specific resources of the collaboration. 

Why did AARC extend RAF?
The REFEDS Assurance Framework was explained in a previous webinar.

The AARC (Authentication and Authorisation for Research and Collaboration) 
project developed additional guidance to facilitate the exchange of assurance 
information across infrastructures (or between SP-IdP-Proxy components of 
infrastructures).

Supplementary AARC and IGTF assurance profiles targeting the specific research 
and infrastructures’ needs in terms of risk profiles help out: shared assurance 
profiles inspired by the Service Provider and infrastructure requirements can be 
exchanged directly and help evaluate identity assurance information for the 
attributes and authenticator presented both by the user’s home organisations via 
the R&E federations and from supplementary sources when enabling federated 

https://www.youtube.com/watch?v=N8qn6DzZwH8&list=PLd64t_lPgjX3n9jH4NSnkMsdqpxyphlf-&index=3&t=4s


access-to-access services.
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Persistent non-reassigned identifier, identity proofing based on in-person 
appearance (current or past), remote vetting with compensatory controls, or 
Kantara LoA 2 or better. Includes a reasonable verified representation of the real 
name of the entity, and is secure with a best common practice (27-bit entropy as 
per NIST SP800-63v2, 2004) single factor or multi-factor authenticator. Identity and 
authenticator are managed by the CSP.
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Persistent non-reassigned identifier, identity proofing sufficient to ensure non-
reassignment of the identifier for the lifetime of the CSP. May contain marginally-
verified real name resemblance or identifiers clearly identifiable as pseudonyms. No 
anonymous credentials permitted and issuance is traceable at time of issuance. 
Authenticator is secured according to best common practice (27-bit entropy as per 
NIST SP800-63v2, 2004) single factor or multi-factor authenticator, or 
compensatory controls on credential validity period are in place. Identity and 
authenticator are managed by the CSP.
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AARC-G031 provides guidelines for enabling the AAI of a research collaboration to 
evaluate the assurance of the identity of a researcher to which grants access to 
specific resources of the collaboration. 



A research infrastructure that follows the AARC Blueprint Architecture will set up an 
AAI based on a central IdP-SP proxy that acts as a gateway for its own services and 
resources. Infrastructures AAIs rely on existing external identity providers in order 
to identify and authenticate their users.
The Infrastructures need also to define one or more assurance profiles tailored to a 
specific risk assessment (think for example at an Infrastructure dedicated to give 
access to human genomic data sets).

In order to assign an assurance profile to a user, the Infrastructure shall evaluate 
the assurance components of the external identity, or identities, used to register to 
the Infrastructure’s AAI. These guidelines provide a method to combine assurance 
information and to compensate for the lack of it.
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In this context it is assumed that a user has one or more identity provided by an 
external identity provider (external to and independent of the infrastructure), be they 
home organisation, social media, community managed virtual organizations, etc. 
These external identities provide both identity information, such as profile attributes, 
affiliation and assurance information, and authentication.

When a user links multiple external identities to an Infrastructure, we will refer to the 
one used to authenticate as the effective identity. 

The Infrastructure will assign another identity to the user. An “Infrastructure identity”
that will be used within Infrastructure to access local services and resources.
Following the lines of the AARC-BPA, this identity will be based on a personal,
unique, non-reassignable, non-targeted identifier, and additional attributes
containing profile information, as well as group membership and role information.
The Infrastructure identity can be associated with a set of credentials issued by the
Infrastructure itself, but the identity bootstrap is generally accomplished through an
external identity.



How can we combine different assurance information into one?

As already seen, the RAF splits assurance into three separate, orthogonal, 
components: 
● the ID component, which expresses the identifier uniqueness
● the IAP component, or the Identity proofing and credential issuance, 

renewal and replacement 
● The ATP component,  that represents the attribute quality and freshness.

The combinations of values of these components result in different assurance 
profiles which can be tailored to specific requirements.
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In order to combine assurance component values in a way that makes it possible to 
implement it in an algorithm, we defined an assurance combination logic. For the ID 
component the value for the Infrastructure identity SHOULD be calculated with an 
AND operation where a value unique is equal to TRUE and a not available value is 
equal to FALSE.

The outcome of the combined evaluation will make it impossible to assert the value 
unique for the Infrastructure Identity when one of the linked identities lacks it. This 
is done with a purpose: to prevent the whitewashing of shared and reassignable 
accounts through the combination with properly ID unique value accounts. 

When combining IAP component values that belong to two or more linked identities, 
the value for the Infrastructure identity will be equivalent to the value of the effective 
identity. 

The ATP component is used to describe the quality and the freshness of some of 
the attributes that the IdP delivers to the SP and as such it does not make sense to 
combine ATP values coming from different IdPs. Currently it is used only for the 
affiliation and specifically to reflect users’ departure within a fixed period of time. 
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Thus, ATP value MUST be relative to the Infrastructure.
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As many of us know, currently the adoption rate of the RAF among research 
Infrastructure and Identity Federations is low, adoption just started. At the same 
time, many Identity Federations do not have independent assurance profiles on 
which we can base the assurance evaluation. 

When no assurance information is directly provided by the IdP during the 
authentication, the Infrastructure SHOULD NOT make any assumption on the 
assurance of the external identities, but it can rely on other evidences and 
compensatory controls to ascertain the relevant assurance features of the incoming 
identity, as it will be shown in the following sections on a component by 
component base.
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The compensatory controls defined by AARC-G031 are based on Guideline on the 
exchange of specific assurance information between infrastructures and Expression 
of REFEDS RAF assurance components for identities derived from social media 
accounts.
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The requirements for the value unique of the ID component are that the user MUST 
be a single natural person, that the CSP, that is the IdP, can contact the person to 
whom the identifier is issued and also that the identifier itself is one of ePUID, 
persistent-id, subject-id, pairwise-id, non-reassigned ePPN and for OIDC the public 
or the pairwise subject. 

To match the “single natural person” requirement we defined the “im_a_person” 
compensatory control --- which is based on an AUP as we will see --- to match the 
“contact” we created the “contacts” compensatory control. Both of them can be 
substituted by the support of the REFEDS R&S EC by the IdP, because. 
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In the case of the IAP component, which is heavily based on the identity proofing 
procedures accomplished by the CSP, the compensatory control for the value low is 
a “verified email”. 
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The user registering to the Infrastructure will be required to confirm that she 
is a single natural person and that she will not share the account with other 
people. Those requirements MAY also be included in the Infrastructure AUP.   
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When a user register to the Infrastructure, their (external) identity providers 
will be required to release contacts information as email or mobile phone 
number. The “Confirmation mail” compensatory control can substitute 
“Contacts”, but not vice versa.
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eduGAIN IdPs asserting the support for the REFEDS Research and 
Scholarship entity category [REFEDS-R&S] commit to release a set of 
attributes following specific rules on the quality of the identifier and thus 
qualify for both the single natural person requirement and the “contact 
provided by the CSP” one.
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When a user wants to register to a service, it is common practice to send an 
email to the provided address with a confirmation link. Once received, the 
user will follow the link to complete the registration process. The same 
process will be embraced by the Infrastructure for the users registration.

In this context, the Infrastructure MUST positively verifies that the email is valid and 
in control of the registering user, which means that this information cannot be 
extracted or deduced by other attributes, or conveyed with claims such as the OIDC 
“email_verified” one. 
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In this flowchart we summarized the controls 
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