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Infrastructure 

identity
The identity assigned by the 

Infrastructure.

Identity linking
The Infrastructure leverage 

identity linking to provide 

access to the services.

External identities
The identities coming from 

IdPs external to and 

independent from the 

Infrastructure.

Effective identity
The identity that will be used 

to authenticate to the 

Infrastructure.



Rationale Be sure that the user is a single natural person, and have a simple way to ban users 
that share their account for policy/AUP violation.

RAF requirement The “I’m a person” statement is meant to meet one of the four requirements for 
asserting the value unique of the ID component: the “User account belongs to a single 
natural person” [RAF].

Enforcement The “I’m a person” statement itself cannot prevent bad actors and misbehaviour, but it 
gives a solid ground for banning or suspending malevolent or careless users. Failure to 
confirm the statement will prevent the user to access the Infrastructure.

Shortname im_a_person

3.1.1. I’m a person
The user registering to the Infrastructure will be required to confirm that she is a single natural person and that 
she will not share the account with other people. Those requirements MAY also be included in the 
Infrastructure AUP.   



Rationale Have a mean to contact the user.

RAF requirement The “Contacts” control is meant to meet one of the four requirements for asserting the 
value unique of the ID component: the “CSP can contact the person to whom the 
account is issued” [RAF].

Enforcement The failure to release contact information by the external IdP can have two different 
outcomes: the user cannot access the Infrastructure or she will be asked to insert the 
missing information.

Shortname contacts

3.1.2. Contacts
When a user register to the Infrastructure, their (external) identity providers will be required to release contacts 
information as email or mobile phone number. The “Confirmation mail” compensatory control can substitute 
“Contacts”, but not vice versa.



Rationale Reuse the entity category rules about the identifier.

RAF requirement Support for REFEDS R&S meet all the requirements of the value unique of the ID 
component. 

Enforcement Failure to detect support for the entity category in the IdP metadata should activate the 
other compensatory controls.

Shortname R&S_EC

3.1.3. Research and Scholarship entity category
eduGAIN IdPs asserting the support for the REFEDS Research and Scholarship entity category [REFEDS-R&S] 
commit to release a set of attributes following specific rules on the quality of the identifier. 



Rationale Obtain a verified email address for each user registering to the Infrastructure.

RAF requirement The confirmation email the basic requirement for the value low of the IAP component.

Enforcement Failure to provide a valid email address, or to follow the link sent via the confirmation 
email, will prevent the user to access the Infrastructure.

Shortname conf_email

3.1.4. Confirmation email
When a user wants to register to a service, it is common practice to send an email to the provided address with a 
confirmation link. Once received, the user will follow the link to complete the registration process. The same 
process will be embraced by the Infrastructure for the users registration.
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