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Communication and Outreach — past year ARC
Updates — 1/5
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The pilot started in December 2017 and is being rolled out in three stages.
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https://aarc-project.eu/news-blog/

Communication and Outreach — past year

Updates — 2/5

v' CONNECT articles
= Edition 28 — March 2018
= eduGAIN & AARC
= pilots
= Edition 27 — Di4R edition
= Christos AEGIS interview

See current and past editions
of CONNECT

QARC [DI4R 2017
AEGIS WORKSHOP:
NEED TO KNOW

4R201 T BUILDING
KS ooR SPeNSOIENCE

AARC AND EDUGAIN:
WORKING TOGETHER ==zs§¥

I -‘ sl

AARC

(@ARC https://aarc-project.eu


https://www.geant.org/News_and_Events/CONNECT/Pages/Home.aspx

Communication and Outreach 'AARC
Updates — 3/5

v'Partner outputs

= EGI newsletter article upcoming on AEGIS Ultima Edizione / Archivio Giornali / Re
= GARR article incl. LIGO & CTA user stories

INTERNAZIONALE

AARC2, UN PASSO AVANTI PER LE IDENTITA FEDERATE = ==
IN EIIR[IPA

Scritto da Elis Bertaz: Inserito in internazionale . Visite: 654

(@ARC https://aarc-project.eu °
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Communication and Outreach — past yea

Updates —4/5
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Communication and Outreach — past year AARC
Updates — 5/5

v’ Social Media
v" All news posted on our 3 channels

v  Engagement low
= Twitter — 115 followers
= 7 here at the meeting...
= Facebook — 52 followers
= LinkedIn — 6 followers

Show of hands!

(QARC https://aarc-project.eu



Communication and Outreach ARC
Ongoing / in planning )

v NEW!:
= New section of website & pdf
= Case studies / user stories
A R C In aCtlon ! = Quotes / testimonials
Promote via news etc.
Cross-link with relevant project activity pages
Restructure top-level landing pages

Cherenkov Telescope Array CORBEL - biomedical Research Infrastructures

The Cherenkov Telescope Array (CTA) willbe the major global observatory for very high-energy gamma-ray astronomy CORBEL is a colective of thirteen research ifrastructures (Ris), working together to create a platform for harmonized
Bk e e o) e e user acooss to bioogical and madical technologies, samples and data servicos required by cuting-edge biomedical
on a public archive after a predefined proprietary period. et
CTA s a collaboration between 1350 scientists and engineers from 32 countries, set up with the mission to direct CTA's Th“ “': 3:“ ”g‘;:""“”"‘a‘ ::“" ":‘c";’R:YE"L‘E :““’"’“*“_"’e"f“": ‘“"“‘I"‘““’fs 2 ‘”“‘5”":““"‘" ot “"""’;’;'5
science goals and array design. When in production, CTA will collect the data scientists need to understand the role of i "sed' e"“ fcmzy' L poes h"; o se"’":: :’e ‘EW; jaruer Erpactacioss the Sotre e ot ey
high-energy partcles in the most violent phenomena of the Universe and to search for annihilating dark matter particies. RIS S pinex:ion Cecevercs ninc o 2 Rersoe Sed eaed
The AAI challenge The AAl challenge
e ey e e Ky to the success of the CORBEL piatform is a sustainable and robust Authentication and Authorisation Inrasiructure
annuallyfrom the CTA is a huge challenge. Geting an Authentication and Authorisation Infrasiructure (AA) in place to “The AARC Blueprint AT A2 s cricial to ménege the scosés of findreds of sers from many Inatitions sgread actoss difarent
e couniries to the services and data p y the piatform,. On top of tht, operates with medical

Archtectre roprogerts o and privacy-sensitve data, the AAI will necd to support mechanisms to manage permission of acoess to diffrent
The current CTA Al i than SAML identies and is releasing a possibiy for us to speak with -,
persistent and non-reassignable D as defined by CTA user requirements. The authorisation is performed through a other.Iechnological pertners

i language ; ’

dedicated Attribute Authority which grants the definition, management and provisioning of roles based on groups and e
Cromes descrbing AALand ts Working with AARC

CERZOREiE ‘The main focus of CORBEL is science, not building AAI solutions, 0 the project opened a call for a AAI Architecture
Working with AARC Alessandro Costa, National that would answer their requirements

& . prelle ol parophysics The EGI Federation, EUDAT and GEANT, joined forces to propose an AAI solution based on the AARC Blueprint
{[he OTA Femactip € plot b improve thekseivios iy Sements STAARC s Blucyri Avchioc e (CEaEss Architecture and on AARC's Guidelines and Policies. This AAI solution is now being piloted in the context of the AARC.
“The pilo will expand the AAI capabilfies to secure the CTA resources and diita asses through role-based project
authorization allowing federated authentication based on the cenralised SAML service and on eduGAIN. The first
release is planned for the Summer of 2018, AARC Pilot
The pilt tarted in December 2017 and i being rolied out n three stages:
y i 9 o
During Phase 1 the team bootstrapped the AAI soluton by putting componants together and defining the user

A N S G D ey i D AR el registration process, attrbutes required by service providers and the authorisation fow: This has ended in January
They can save tim building a custom system based on best practicos and tried and tested solutions. A

AARC https://aarc-project.eu



Communication and Outreach AARC
Ongoing / in planning

v NEW!:
= Newsletter for final year
= Promoting AARC case studies, pilots, guidelines, blogs, policies, architecture updates etc.
= Also circulate content from relevant communities
= 7 editions: May, July, September, November, January, March, April/May
= Send to AARC2 mailing list AND a new opt-in list

= Possible longevity beyond AARC?

Name ideas?

(QARC https://aarc-project.eu



Communication and Outreach AARC
Ongoing / in planning

v’ Other current activities:
= Blog news articles
= CONNECT mag articles editions 29, 30
= Social media dissemination
= Review & update of materials online
= CEF / FIM4R communications
= AEGIS briefings & news
= EU materials

= Promote guidelines, training, outputs of
pilots & architectures

= Preparations for EC Y1 review

(QARC https://aarc-project.eu 10



Communication and Outreach AARC

Ongoing / in planning
Next: we need your inputs!
n @AARCproject = Partner outputs — give us your PR colleague contacts
= News — let us know if there’s anything to report

= User stories / testimonials etc. — help us get them!
. = Get sign-ups for newsletter — share the subscription link (comin
y @AARC_Project soon) P (coming

= Share, follow, like & tag us on social media!
m AARC Project

(@ARC https://aarc-project.eu B


https://docs.google.com/forms/d/e/1FAIpQLSc37v7NX4sKIkS8KKYukSZVQyg7V5-aAwpPcjla2tsc_XqzSQ/viewform
mailto:aarc-comms@lists.geant.org
mailto:aarc-comms@lists.geant.org
https://www.facebook.com/AARCproject/
https://twitter.com/AARC_Project
https://www.linkedin.com/company/aarc-project

NA2 Task 2 AARC

Training

QARC https://aarc-project.eu



The cookbook for Service Providers AARC
The NA2T2 team composition -

Task Leadership Mario Reale (GARR)

Participants Andrea Biancini  (RETI)
David Hibner (DAASI)
Marco Malavolti (GARR)
Irina Mikhailava  (GEANT)

Uros Stevanovic  (KIT) ﬁ ‘
Hannah Short (CERN) ‘ ‘

QARC https://aarc-project.eu =



The AARC2 training process AARC

High level description of the process phases

Identification and prioritization of the
training needs.

Fine tuning of the training module to

Scopingof  |""'4 - better identify shape and format of
each module .

training modules.

Planning and execution of the
Execution training

Feedback and Communication of results and
ERiandiMagketing L2t collection of feedbacks.
measurement

\QARC https://aarc-project.eu 1



Feedbacks obtained AARC

Topics with higher preferences

Topic Preferences

Introduction

- Basic info on FIM 2

- For everybody interested

Scenarios - how to connect to IdPs

- How to leverage external identities 4 EPOS (03.2018)
- For SPs dev/ops

SP-focused advanced scenarios

- Advanced use of FIM (i.e. non-web, OIDC, centralised
authz, etc)

- For SPs dev/ops

AARC BPA

- Blueprint architecture basic info

- Mapping use-cases to blueprint architecture

- For r/e-infras

Technical components

- How to implement technical components of the BPA 6

- For r/e-infra and SPs dev/ops

Policy

- Basic iljmfo on how to irT1pIement policies for ASAP
international collaborations

- Specific info GDPR, Sirtfi, Snctfi

9 mid 2018

\QARC https://aarc-project.eu 15



Training for EPOS - 1/3 AARC
Introduction to FIM, AAl and OIDC -

1. What do we want to achieve? (course learning goals)
Introduction to AAl concepts and federated access to share a common model of knowledge and to
move AAl infrastructures forward for the EPOS community.

2. For who this course is?
Different AAl stakeholders from EPOS community (expected around 15 participants).

3. What the format should be (f2f, online, etc)?
Face to face training during the annual EPOS meeting in Lisbon on March 12-14, 2018.

4. What are the manageable chunks of the course? (course main arguments)

* which are the major scenario service providers have when dealing with identities (internal
authentication, external authentication, federated access)

* what kind of functionalities an AAl can provide to research infrastructures
* what work AARC has done (blueprint architecture, pilots, etc)

\QARC https://aarc-project.eu %



AARC

Training for EPOS —2/3

d OIDC Training for EPOS
Introduction to FIM, AAl an

Agendq

14 March 2018 - Morning:

Course imroduclion 9:00 - 9:39
® Course Objectives and agenda
. lntmducllon of the Participants

AAl Overview 9:30 - 10:39

How to start federaﬁng 10:30 - 11:00
What is ap SP, what js an ldp
® Trust between SPs angq ldPs
® How to degy Wwith authenticatiop,
® Howto deal with authorizatiop,

Break 11:00 - 11:15

Semng up aulhenticatinn With Openip Connect 11:15. 12:15
. lntroducl:on about OpeniD Connect
. Descrip!ion of the Oibc authentication flows
. Authorizarion code flow
. Example With Python
Implicit flow
Example With Pythop,

AARC BPA ang Project €Xperiences 12:15. 12:45
® Goals of the BPA
The resulting diagram
. Example from other communiﬁes: the Ls pilot

QgA, discussion and closing 12:45. 13:00

Lunch 13:00 - 14:00

Open Session 14:00 - 15:00

ARC https://aarc-project.eu
qA



Training for EPOS - 3/3 AARC
Introduction to FIM, AAl and OIDC

- O X
{w< AARC gives federated id X
< C' @ GEANT Association [NL] https://aarc-project.eu/aarc-training-earth-scientists-epos/ pxd m 0
Nfy
Home About AARC . Architecture Policies + Pilots « Communities  Training Outreach Meetings News Q

A Home Uncategorised + AARC gives federated identity training to Earth scientists at EPOS Workshop

AARC gives federated identity training to Earth scientists at EPOS Workshop

Leave a Comment

Earth scientist communities invited the AARC project training team to provide insights on key
aspects of federated access and on what is required for them to deploy it. A half-day AARC
training event was held at the EPOS (European Plate Observing System) Workshop in
Lisbon on 12-14 March 2018.

Research communities sometimes need face-to-face training, in order to better understand
what authentication and authorisation infrastructure (AAl) solutions are available for them.
The EPOS event gathered Earth sciences communities together and was a good occasion to
provide information and training on authentication and authorisation processes and on the
results of the AARC project.

Around 30 participants attended the AARC training, where they learned about the AARC
blueprint architecture and relevant policy frameworks needed for them to deploy an AAI. This training event is paving the way for an EPOS pilot that is -

(QARC https://aarc-project.eu 18



Training for LifeScience — 1/2 AARC
Introduction to FIM, AAl and AARC pilot -

1. What do we want to achieve? (course learning goals)
Introduction to AAl concepts and federated access to share a common model of knowledge and to
move AAl infrastructures forward for LifeScience communities.

2. For who this course is?
Different AAl stakeholders from LifeScience communities (expected around 15 participants).

3. What the format should be (f2f, online, etc)?
Face to face training during the BMS AAl meeting in Miinich on April 23-24, 2018.

4. What are the manageable chunks of the course? (course main arguments)

* which are the major scenario service providers have when dealing with identities (internal
authentication, external authentication, federated access)

what kind of functionalities an AAl can provide to research infrastructures

what work AARC has done (blueprint architecture, pilots, etc)

introduction to the AARC2 Life Science pilot (requirements specification, results so far)
* "bring your own service" discuss next steps on a service proposed by a community

\QARC https://aarc-project.eu 9




f .f S [
pl

AARC

CORBELIAARC AAl
Training

Germany

Munich Airport Marriott Hotel, Alois Steinecker strasse 20, Freising, 85354,
Agenda

23 April 2018 - Day 1- Afternoon:
Course introduction 12:30 - 13:00
Course objectives and agenda
. Introduction of the pamcipants
13:00 - 14:30

o Course expectations

uthorization processes

AAI overview
ication and a\
tication (LDAP)

o Authent
o Externalizing authen
. Federated authenucaﬁon (SAML an
o Federations in R&E
o The inter-federation- eduGAIN
14:30 - 16:00

d 0IDC)

How to start federating
o Whatisan SP, what is an \dP
o Trust petween SPs and 1dPs

How to deal with authentication

e Howto deal Wi
e The attribute release P!

.
th authorization

roblem
16:00 - 16:15

Break

More advanced use-cases
Discovery service
Social identities
Account linking
Step-up authentication
Token Translation Services
o Federate through a Proxy

QsAand discussion

16:15 -17:15

47:15 -17:45

Da
y 2 Introgycy;
'on

.
Qui
. ick recy,

Plan P of wj
forDay 2 hatlearneq i p,
ay 1

E;
Xampleg of aa
Wh) 'S
y
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o ELXIR Ag inity
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Policies starter workshop —1/2 AARC

Introduction to the policy space

1. What do we want to achieve? (course learning goals) N .
The workshop aims to deliver an overview of policy provisions for research communities operating as a
service provider proxy in an identity federation.

2. For who this course is?
The workshop is designed to support those making operational or management decisions for Research
Communities operating as a service provider.

3. What the format should be (f2f, online, etc)?
Face to face training in Amsterdam on April 23, 2018.

4. What are the manageable chunks of the course? (course main arguments)
* Head start on policy writing
* AARC’s Snctfi framework with the special focus on:
* Data Protection
* Membership Management
 Security Incident Response
* Expert and peer support and advice on pressing policy issues during a ‘Peer2peer Forum’

\QARC https://aarc-project.eu 2



AARC

i i S 2/

(@ARC Policy Starter Workshop

Agendq

23 April 2018;

AARC Policy Starter Kit: overview & Presentation 10:00 - 13:00
® head start on policy Wwriting
® AARC's Snctfi framework Wwith the Special focys on:
ectiol

o MembershipManagemenl
o Secun'ty Incident Response

13:00 - 14:09

14:00 - 17:09

v'Only few subscriptions...

7o)
v'What about it: | ?
v'Shall we move it later in Autumn:

. . . her
bine it with ot
be we could com S
\/i%t?igtives (like the FIM4R workshop)

22
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Courses organized in Y1 AARC

Training achievements

v’ June 27t, 2017 and July, 5" 2017 - OIDC Primer, Rome (in collaboration with GARR)
Introduction to the next generation identity management and authorisation protocols and their constituent
components (OAuth2/JW*/OIDC/UMA).

https://eventr.geant.org/events/2694 and https://eventr.geant.org/events/2698

v March 14th, 2018 - Training for EPOS, Lisbon
Introduction to AAI concepts and federated access to share a common model of knowledge and to move AAI
infrastructures forward for the EPOS community.

http://events.epos-ip.org/event/36/registrations/participants

v' April 23", 2018 - Policies Starter Workshop, Amsterdam
Overview of policy provisions for research communities operating as a service provider proxy in an identity
federation.

https://eventr.geant.org/events/2906

v" April 231, 2018 - Training for LifeScience, Munich
Introduction to AAI concepts and federated access to share a common model of knowledge and to move AAI
infrastructures forward for LifeScience communities.

http://meetings.infrafrontier.eu/meeting-tool/xhtml/corbelAAlTrainingAprl8.jsf

(QARC https://aarc-project.eu 23
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https://eventr.geant.org/events/2906
http://meetings.infrafrontier.eu/meeting-tool/xhtml/corbelAAITrainingApr18.jsf

Handbook for Service Providers AARC

General idea and goals

v’ The handbook is intended to represent what AARC will leave as a legacy after project
termination.

v The handbook is conceived around this principles:
= |t will end being a web-page or a wiki section
= |t will be a sort of TOC collecting all training materials developed within AARC or already available in different

communities or projects
= The handbook will structure the training materials in order to simplify the identification of the right training for
interested communities

(QARC https://aarc-project.eu 2


https://docs.google.com/document/d/1CQfXMpLBo3BUp6FlxmS-k0JcqAV1FGpzPFtzpsQc-Wo/edit

Handbook for Service Providers, status AARC

Advanced Technical Training

v’ Setting up a Service Provider (Relying Party/OIDC Client)
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v' What is an IdP/SP proxy
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Handbook for Service Providers, status
Advanced training on policy

v Introduction

v’ Additional policy of interest

QARC https://aarc-project.eu
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AARC

Next Training Events

v'To be determined (EISCAT3D?).
v"We need to start a new nomination process and then move to selection...

v'Any contribution, on the fly?

(QARC https://aarc-project.eu 7



Thank you

andrea.biancini@reti.it

AARC

https://aarc-project.eu

© GEANT on behalf of the AARC project.
The work leading to these results has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No. 730941 (AARC2).




