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Abstract

This document describes the pilots executed by the Service Activity 1 as part of Task1 (Pilot solutions for guests’ users). The aims of this group of pilots
were to demonstrate possible approaches to improve the adoption of federated identity management in the libraries community and solutions to
support guest user access.
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Executive Summary

The main aim of the task “Pilot solutions for guests’ users” (SA1-T1) is to support the inclusion of guest
identities in the provisioning of federated services. As part of this task, the team explored three solutions to
ease the deployment of federated access for the library community.

The team initially focused on the implementation of three pilots that targeted the library community, to
supporting them in the authentication and to facilitate moving away from their current IP-based
authentication approach.

The pilots executed are:

e Support access to federated and non-federated library resources — bridging SAML and IP-address based
access methods with EZproxy. The demonstrator and details are available here: wiki.geant.org/x/a4qSAw ;

e Support authorised access for citizen scientists to library resources (walk-in users). The demonstrator
and details are available here: https://wiki.geant.org/x/01gSAw ;

e Showcase a model for library consortia to reduce the number of interactions between IdPs and SPs
(simpleSAMLphp proxy for library consortia) from a technical and trust point of view while preserving the
privacy of users. The demonstrator and details are available here: wiki.geant.org/x/60CuAw ;

Subsequently, the task has implemented a pilot aimed at demonstrating the possibility of including social
identities (i.e. Facebook, Google, Linkedln, etc.) to authenticate guest users. The goal of this pilot is to
demonstrate mechanisms to enhance the assurance associated with social identities, that is the level of trust
a service or a resource provider can have in the credentials issued by social identity provider. With this
approach, social identities can be used to authenticate guest users and can be trusted by service or resource
provides to grant access to their resources.

The demonstrator and a detailed description for this pilot are available here: wiki.geant.org/x/ZIgSAw

This chapter below provides a high-level overview of the rationale of the pilots executed by the SA1-T1 team,
the use-cases they solve, the main community they targeted and it offers pointers to the demonstrators.


https://wiki.geant.org/x/a4qSAw
https://wiki.geant.org/x/0IqSAw
https://wiki.geant.org/x/6oCuAw
https://wiki.geant.org/x/ZIqSAw
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1 Pilots features

The tables below summarise the scope, benefits and the results of each the pilots executed as part of this task.

Task 1, Pilot 1 SAML / IP bridge

Goal Support access to federated and non-federated library resources — bridging

SAML and IP-address based access methods (SAML to SAML + SAML to IP)
Approach/AARC identified Establish a proxy to bridge SAML and IP address access methods, a so called
solution access mode switch

Components piloted EZ-Proxy for SAML-IP bridge
Gain for end- e Same entry point for users regardless of the type of Authentication
users/administrators technology required by the service provider

e Abetter user experience

e An easy way for technical administrators at the libraries to introduce
federated access without disrupting access to services that only support
IP-based authentication

Demo/video Demo
Flow
Video
Detailed technical See wiki
description
Documentation of documentation for EZproxy access mode switch
components
Software Prerequisite(s) EZproxy - EZproxy is a commercial software, widely used in the library

environment. Its wider adoption made it a suitable candidate for this pilot.
Lead GARR

Community partners IT: GARR, Library
NL: UKB library consortium

Status Pilot implementation completed. The pilot has been presented to several
libraries. Feedback from the communities will be included in the final SA1
deliverable.

Table 1 - SAML/IP Bridge Pilot
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https://ezproxy.fi.infn.it/
https://wiki.geant.org/x/a4qSAw
https://drive.google.com/open?id=0B6nLU4k7ZZvfaUM4OTJtTmlFN28
https://wiki.geant.org/display/AARC/TSA1.1.3LibrariesPilot
https://wiki.geant.org/download/attachments/58131750/guidaEzproxyShibboleth-en-2.pdf
https://www.oclc.org/support/services/ezproxy/documentation/download.en.html
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Task1, Pilot 2

Walk in users

Goal

Approach/AARC identified
solution

Components piloted

Gain for end-
users/administrators

Demo/video

Detailed technical description

Documentation of
components
Software source(s)
Lead

Community partners

Status

Support authorised access for citizen scientists to library resources (SAML+IP
to SAML with authZ)

Establish a guest SAML IdP which adds attributes that can be consumed by
services and resources providers to authorise non-institutional users. In
addition, explore exploitation models: per library or per national library
consortium deployment.

Shibboleth v3 for IdP with IP-based AuthZ attribute

e Users without an institutional account but visiting a research library
will have access to library resources using this component.
e More consistent authentication interface no matter which resource is
being requested by the users.
e Ability to use this access method and at the same time maintain full
privacy
e Admin interface for librarians to scope/configure valid IP ranges
Flow
Demo admin portal
Demo user portal
AARC wiki

Documentation for walk by user access component, access control wiki

Shibboleth v3 for walk by user access
GARR/DAASI

IT: GARR, Library
NL: UKB library consortium

Pilot implementation completed. Awaiting final phase of feedback from
communities

Table 2 - Walk in users Pllot
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https://wiki.geant.org/x/0IqSAw
https://wiki.geant.org/x/0IqSAw
https://adminportal.lib.pilots.aarc-project.eu/lui/ldapportal.pl
https://saml-eresource.libs3.aarc.demo.university/
https://wiki.geant.org/display/AARC/TSA1.1.3LibrariesPilot
https://wiki.geant.org/display/AARC/Providing+access+for+Library+walk-in+Users
https://wiki.shibboleth.net/confluence/display/IDP30/AccessControlConfiguration
https://shibboleth.net/products/
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Task 1, Pilot 3 simpleSAMLphp proxy

Focus Showcase a model for library consortia to reduce the number of interactions
between IdPs and SPs from a technical and trust point of view while
preserving the privacy of users

Approach/AARC identified Establish a proxy as a single point for interaction between IdPs and SPs,
solution branded as a HEAL-Link initiative

Components piloted SimpleSAMLphp as IdP/SP proxy

Gain for end- e More consistent interface no matter which resource is being
users/administrators requested by the users

e Better service to end-users, standardised access method
e Less effort to maintain and administer access for library
administrators
e Support publisher contracts to be managed centrally by the
consortium
e Easier to implement and manage trust relationships among IdPs and
SPs Library consortium will retain control on branding and policies
e More precise and easier to produce statistics
Demo/video Flow
Demo
Detailed technical description AARC wiki

Documentation of components documentation for the HEAL-Link proxy

Software source(s) SimpleSAMLphp for the IdP/SP proxy
Memcached
Shibboleth

Lead GARR/GRNET

Community partners GR: HEAL-Link consortium

GR: Aristotle University of Thessaloniki (Identity Provider)
US: Wiley Online Library (Service Provider)

Status The IdP/SP proxy has joined the GRNET federation and the login workflow has
been tested using the production IdP of one of the participating academic
organizations, namely the Aristotle University of Thessaloniki. The
interconnection of the proxy with the (pre-production) SP of Wiley Online
Library (partners with HEAL-Link) is close to finalization

Table 3 - Task1, Pilot 3 - IdP/SP Proxy for library consortia
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https://wiki.geant.org/x/6oCuAw
https://lib-sp1.pilots.aarc-project.eu/
https://wiki.geant.org/display/AARC/TSA1.1.3LibrariesPilot
https://wiki.geant.org/x/6oCuAw
https://wiki.geant.org/display/AARC/SimpleSAMLphp
https://memcached.org/
https://wiki.geant.org/display/AARC/Shibboleth
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